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Approved By: 



Drafted By: 

Case ID #:(U)-£a$ i^88-CI-68562'^(Pending) 

Title: (U)]^ MOONLIGHT MAZE 

Synopsis: (U1 Leads set for Philadelphia Division. 

:u) ^ettved^grgjo^^G^S 


Reference: |U1 (M 288-CI-68562 Serial 40 

Administrative Referenced serial serves as a brief 
synopsis of captioned matter. Reference tel cal a wit-h 

Philadelphia Division NTPC Supervisor; SA|_| Ft. 

Washington RA and Sa| | Newtown Square RA, Pa., 

dated 12/16/1998. 

Details^ As the Philadelphia Division is aware, Cincinnati 
Division is investigating unauthorized intrusions into computer 
systems located at Wright-Patterson Air Force Base (WPAFB), 
Dayton, Ohio. 

M Investigation has revealed that the unidentified 

intruder(s) has made numerous connections to sundry educational 
sites not previously seen. 
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SS33KELT 

To: National Security From: Cincinnati 

Re:(U)-0aj( 288-CI-68562, 12/10/1998 


b3 

b6 

b7C 

OTHER Seale 


id Court Documents 


(U) - 


Investigation conducted by the Cincinnati Division 
and FBIHQ, NIPC-CIU Unit, has observed a multitude of past and 
continuous unauthorized intrusions into the computer systems at 
Bryn Mawr College, Haverford College and University of 
Pennsylvania. Based on this observation, the Phi1adelphia 
Division is requested to maintain contact with l I 


Assistant United St ates Attorney (AUSA), Eastern 
uistncTof Pennsylvania, and f 


1 


Tran and Trace Devices 

and Pen Registers 1_ 





(U) 


For purposes of facilitating the court orders, 
Cincinnati Division faxed a pony copy of an edited court order to 
the Philadelphia Division Resident Agencies and AUSA in the 
Eastern District of Philadelphia. 


b3 

OTHER Sealed Court Documents 


I 


t&l Cincinnati Division has maintained contactf 


] trap and trace 


I 


(D) 


M. 


■b 6 
b7 


L 


Division will attempt to contact 


j 


Cincinnati 
to advise him of the 


pending court order and will furnish him with a brief synopsis of 
this matter. 


(U) Cincinnati Division appreciates the Philadelphia 
Division’s assistance in this matter. 
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To: National Security From: Cincinnati 

Re: CU> 288-CI-68562, 12/10/1998 


LEAD (s): 

Set Lead 1: 

PHILADELPHIA 

AT FT WASHINGTON. PA 
m ^!*J) Maintain contact 


Set Lead 2: 


AT NEWTOWN SQUARE. PA 

Maintain contact with! 


?HER Sealed Court Documen 





AITS A. 

“1 - 


Set Lead 3: 

AT PHILADELPHIA. PA 

m Maintain contact With I 

Eastern District of Pennsvlvania, 








